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Personal data – where it is stored, how it is used and how it is kept safe – has never been under more scrutiny. 
The recent Cambridge Analytica/Facebook data harvesting scandal, coupled with the implementation of the 
General Data Protection Regulation (GDPR) within the UK Data Protection Act 2018, has led to unprecedented 
media coverage and analysis. This has led to greater levels of public awareness as to how data generated 
online, and personal information shared in day-to-day transactions, might be used by the organisations who 
hold it.

Within the health and care sector, the considerations for handling sensitive personal data have been under 
scrutiny for much longer. The care.data handling through to the Royal Free/Deep Mind story and the 2017 
Wannnacry cyber-attack show that the use and protection of data within the NHS is a complex area, and 
subject to intense public reaction when mishandled or compromised.

In response, a number of measures have been introduced recently to improve data governance and security 
across the health and care system. These include the Government’s response to the Caldicott review and 
other reports, the introduction of the Data Security & Protection (DSP) Toolkit and the introduction of the NHS 
opt-out. Measures have also been taken to increase patient understanding of the benefits of sharing data for 
improving treatment and research. In this regard, the NHS could be seen as further ahead than many other 
public sector organisations: addressing the complexities of data protection and privacy, while making the case 
for the benefits of data sharing and data use, and also being transparent with its users (patients) about their 
choices and trade-offs. Surveys have also frequently shown that trust in the NHS is greater than trust in other 
public or private institutions [ODI, ICO]. 

However, the public are not always informed about where their health and care data (medical records, test 
results, diagnoses, and other information relating to their care and treatment) is physically stored by NHS 
providers, who else may have access to them, and how these records are protected. How much does the public 
know about the storage of data about them and how much does that affect the levels of trust in the NHS to 
keep it safe and secure? 

Public attitudes to data and cloud in the NHS and benefits and challenges for its adoption

These questions are particularly pertinent at a time when more and more personal information held by public 
sector organisations is being moved to cloud server storage. The NHS, along with all other public sector 
organisations in the UK, has been encouraged to switch from locally-managed IT infrastructure to public cloud 
provision since the UK Government’s introduction of a “Cloud First” policy in 2013. Cloud computing can 
offer many benefits to organisations, including better value for money and enhanced security. In the NHS, 
cloud computing provision can enable better use and sharing of data for innovative services, ground-breaking 
research and improved patient care. It can also provide greater data security and protection against cyber 
threats. 

Many of these benefits are set out in NHS Digital’s guidance on public cloud use within the NHS, published in 
January 2018. The guidance also looks at managing risks relating to data off-shoring (where the data is held on 
a public cloud outside the UK or European Economic Area) and security. 

This report, drawing on desk research, interviews and exclusive polling by the leading research consultancy, 
ComRes, looks at some of the tensions and trade-offs for the NHS between realising the benefits of cloud 
computing while managing the risks, particularly in relation to maintaining public trust in data security and 
mitigating the potential consequences of breaching that trust:

Chapter 1 sets out our approach, scope and the methodology for the report. 
Chapter 2 looks at research and survey insights into public trust and personal data, including data held by 
the NHS. 

Executive summary
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https://www.theguardian.com/news/2018/apr/10/cambridge-analytica-and-facebook-face-class-action-lawsuit
http://www.wired.co.uk/article/care-data-nhs-england-closed
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/07/royal-free-google-deepmind-trial-failed-to-comply-with-data-protection-law/
https://www.bbc.co.uk/news/technology-41753022
https://www.gov.uk/government/consultations/new-data-security-standards-for-health-and-social-care
https://www.kingsfund.org.uk/publications/using-data-nhs-gdpr
https://www.kingsfund.org.uk/publications/using-data-nhs-gdpr
http://understandingpatientdata.org.uk/
https://theodi.org/article/odi-survey-reveals-british-consumer-attitudes-to-sharing-personal-data/
http://www.comresglobal.com/wp-content/uploads/2017/11/ICO_trust-and-confidence-in-data_2017-1.pdf
https://www.gov.uk/guidance/government-cloud-first-policy
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services
http://www.comresglobal.com/
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Chapter 3 looks at the adoption of public cloud provision within the UK public sector and data protection and 
security considerations.
Chapter 4 sets out the high-level findings from our exclusive public polling, carried out in conjunction with 
ComRes.
Chapter 5 summarises the observations and insights on the benefits and challenges for public cloud adoption 
in the NHS, drawn from a series of interviews carried out with health and care professionals, data experts 
and academics.
Chapter 6 sets out some concluding thoughts and suggested areas for further exploration.

Our research for this report has highlighted a number of significant benefits for the NHS in relation to the 
adoption of public cloud use:

• Greater cyber security and resilience, at reduced cost to the NHS.
• Potential for improved use of data for patient care and treatment.
• Enhanced innovation, collaboration and research opportunities.

However, the levels of awareness of public cloud use – and its benefits – are perceived to be low within the NHS 
clinical community and amongst patients and the public. Our polling has revealed some of the risk around this: 
while there are low levels of awareness around current potential methods of data storage in the NHS, there 
are high levels of concern expressed when the public are faced with options that include data held by non-UK 
cloud providers, or data held in non-UK locations. Those polled who were already not confident about their data 
and its use were also more likely to think that their medical records are stored in outdated formats or physical 
locations. Lessons from NHS history would suggest that there needs to be increased engagement with the public 
on this issue, to build understanding and trust and ensure that the concerns of the public are addressed in a way 
that pre-empts risk, rather than as a response to a security breach or other data handling controversy. 

Based on our research and analysis, we have concluded that there is an urgent need for the NHS to undertake 
an effective information and engagement campaign, aimed at both NHS professionals as well as patients and 
the general public, to raise awareness of the use of public cloud computing so that its benefits can be fully 
realised. We also recommend that there is greater transparency around the choices that determine where, and 
by whom, NHS data – including personal medical records – is stored. At present, there is a gulf between the 
public’s acceptance and use of services supported by cloud computing in other parts of their lives, such as online 
banking or photo storage, and their awareness that the NHS is holding their medical data using similar cloud 
services, particularly those owned or managed by non-UK third-party providers. With our interviews suggesting 
there are also low levels of digital literacy, and particularly low levels of understanding of current data-driven 
technology, within the NHS clinical community then we would argue that there are significant reputational risks 
in the event of greater public scrutiny and/or a future data breach or compromise concerning data held in a 
public cloud environment.

http://www.comresglobal.com
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Public trus2 Our approach and scope1
The context for this report is drawn from the January 2018 NHS Digital guidance on off-shoring and cloud use 
in the NHS. That guidance sets out the responsibilities and steps that NHS organisations “should take to ensure 
you select and implement a solution that is appropriate for the risk level of the specific data set or system 
your organisation has decided to move to the cloud.” It also specifically sets out the need to understand the 
geographical location of the processing and storage of data held as part of the “risk-based” decision: 

“Considering cloud providers that host or process data within EEA or adequate countries can be 
beneficial as it gives you more choice over cost, availability and resilience. To benefit from additional 
resilience it is highly recommended that for the data you deem to be of the highest risk you consider 
taking a multi-region approach; where, for example the data is stored both in and outside of the UK. It 
is important to remember that these are legally complex considerations. It is possible to have numerous 
jurisdictions apply to data held in cloud services, (particularly when the cloud provider is non UK, or has 
a non UK parent company).” 

This report seeks to provide a high-level, independent view on the risks and benefits of the adoption of public 
cloud by NHS organisations, looking at this from the patient, clinical, research and technology perspectives. 
We have been particularly interested in the following angles and insights: 

Patient perspectives
• Current public sentiment surrounding trust, data sharing, security and safety, particularly in the light of the 

Cambridge Analytica/Facebook story and the introduction of GDPR. 
• Levels of public awareness of where patient health data is stored and how it is secured. 
• Impact of public perceptions on data use and security that may be relevant for the NHS in handling 

communications and engagement around public cloud procurement decisions.

NHS perspectives
• Views on data availability, usage, security and other considerations relating to data storage in the NHS.
• Reputational issues that organisations should take into account when handling sensitive data, particularly in 

relation to current consumer sentiment and public perception.
• Low levels of trust having an impact on levels of engagement within innovative digital transformation 

projects.

Adoption of public cloud in the NHS
• An assessment of the considerations and benefits of the use of public cloud (hosted in UK, EEA or US/

elsewhere) in the NHS, including appropriate scrutiny, governance and risk management to guard against 
data breaches, cyber attacks and other threats. 

• Additional considerations relating to the value of NHS data for research and innovation. 

Methodology

In addition to desk research and a review of existing evidence and surveys on public trust in relation to the NHS, 
we have undertaken a series of interviews with medical and data experts (annex A) and commissioned new 
polling from ComRes (annex B). 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services
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Data security has not been far from the headlines in 2018, with the Cambridge Analytica/Facebook story and 
the introduction of GDPR prompting much greater scrutiny and analysis of the use of data by online platforms 
and other tech companies and the impact this has on individual’s privacy, and their trust and confidence in 
organisations with whom they share their information. This chapter reviews some of the key insights and 
themes relating to trust in data, drawn from published surveys and reports, and sets the context for our 
consideration of data use, data storage and trust within the NHS more specifically. 

2.1        Personal data and public trust

Recent surveys and analysis of public attitudes to data and technology (for example, from the Open Data 
Institute (ODI) and Doteveryone) show that levels of public concern around the safety and security of their 
data are high. For example, Doteveryone found that:

In the ODI’s survey, 94% of respondents said trust was important in deciding to share personal data and 
33% of respondents said they would feel more comfortable sharing data if organisations explained how it 
is used and shared.

In March 2018, news broke about the ‘data-harvesting’ undertaken by Cambridge Analytica using 
the Facebook records of over 71 million people. Following the news, Which? carried out a nationally 
representative survey and found that 89% of the population were concerned about the story, and 60% said 
they were concerned that there was little effective regulation over what Facebook and Cambridge Analytica 
were doing with their information.

2 Public trust and NHS data use

https://theodi.org/article/odi-survey-reveals-british-consumer-attitudes-to-sharing-personal-data/
https://theodi.org/article/odi-survey-reveals-british-consumer-attitudes-to-sharing-personal-data/
http://attitudes.doteveryone.org.uk/
https://www.which.co.uk/policy/digitisation/2659/control-alt-or-delete-the-future-of-consumer-data-main-report
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2.2           NHS data and public trust

Health data can be among the most sensitive personal data but also has the most potential to transform 
individual and public outcomes and save lives, as set out in the recent Kings Fund blog. So, how much do the 
public trust the NHS with their data? The NHS already starts from a higher bar in terms of overall levels 
of public trust, with survey responses consistently placing it much higher than other public bodies and 
private sector organisations.

And despite the sensitivity of the data it holds, an OPM literature review of academic research in 2015 found 
that the NHS is highly trusted with data and that the public is generally happy for its data to be shared and 
used for the improvement of healthcare or helping others. Recent work by the Wellcome Trust through its 
Understanding Patient Data programme has sought to improve this understanding, providing easily accessible 
resources and information for patients about the use of their data for improved healthcare outcomes. 

Access to and use of data for improved treatment (primary use)

The primary uses of data in health are essential for managing a patient’s care, making an accurate diagnosis 
and delivering an effective treatment plan. However, studies suggest that patients have poor awareness of the 
ways in which their data is used and who has access to it. For instance, the OPM found a good understanding of 
confidentiality itself and a good understanding of a GP’s computer use, but many patients remained unaware 
of which groups of staff had access to their records. In some cases, low levels of understanding led to higher 
levels of privacy concerns or even complacency about privacy. 

Despite these low levels of awareness, there is strong support for data sharing for the improvement of care. 
A 2015 Healthwatch survey found that people feel it is important that health providers have access to their 
data to deliver primary and secondary care:  67% of respondents said it was important that health providers 
can access their data quickly and 57% of respondents believed that increased data sharing can lead to better 
integration across health and care.

Access to and use of data for research and the public good (secondary use)

Secondary uses of data (in either anonymised or pseudonymised formats) do not directly impact the individual 
patient’s care but can include activities to: improve treatment for other patients; enable research; monitor 
performance; increase the efficiency of services; or evaluate the effectiveness of policy. 

https://www.kingsfund.org.uk/blog/2018/05/patient-data-saving-nhs
https://www.gmc-uk.org/-/media/documents/review-of-public-and-professional-attitudes-towards-confidentiality-of-healthcare-data_pdf-62449249.pdf
http://understandingpatientdata.org.uk/
https://www.gmc-uk.org/-/media/documents/review-of-public-and-professional-attitudes-towards-confidentiality-of-healthcare-data_pdf-62449249.pdf
https://m.healthwatch.co.uk/sites/healthwatch.co.uk/files/public_attitudes_to_consent_and_data_security_written_evidence_-healthwatch_england-_final.pdf.
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Patient data is crucial for understanding and improving medical research, which may be carried out by a range 
of healthcare organisations, from the NHS itself to research faculties in universities to commercial entities 
such as pharmaceutical companies. Surveys have shown that the public want to support research and benefit 
others by sharing their data, but this desire is mitigated by fears around illegitimate access or weak technical 
security controls. These worries tend to focus on breaches of confidentiality, potential discrimination from 
employers or insurance companies and private corporations profiting from their data.

Looking specifically at data sharing and consent for secondary uses, OPM’s review found that people’s views 
on what is appropriate are also highly contextual and influenced by the purpose for which the data would be 
used. Overall, people were happy for data to be used for public interest but less so for commercial uses of data, 
though there were fewer concerns if the data has been anonymised.

A recent Healthwatch survey shows the public have positive attitudes towards their data being used to improve 
healthcare: 73% of people said that they would be happy for the NHS to use their patient data to improve the 
treatment of others, and 64% of respondents agreed they would be happy to donate their personal health 
data to help research if it was anonymous.

Similarly, in the Corsham Institute Your Data Your Rights survey, carried out in May 2018, we found that 62% 
of respondents were happy for the NHS to use their data to improve its services, higher than many other data 
uses.

Public opinion indicates strong views that health data has a value for society, but also an awareness that it has 
a financial value for others. In a Wellcome Trust survey, 67% of respondents agreed that health data has a value 
for society, with only 12% disagreeing. On the other hand, 50% said that health data has a financial value for 
others but 21% say that it doesn’t.

There is a distinction between people’s levels of comfort around NHS use of data, and that by private 
companies. For example, 17% said they would not want commercial organisations to have access to health 
data for research under any circumstance and 20% responded that they do not trust commercial organisations 
to store the data safely.

https://www.healthwatch.co.uk/resource/how-do-people-feel-about-their-data-being-shared-nhs
https://www.corshaminstitute.org/ydyr-survey-results
https://www.ipsos.com/ipsos-mori/en-uk/commercial-access-health-data
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                                               CASE STUDY: GENOMICS ENGLAND

Genomics England is a company set up and owned by the UK Department of Health to run the 100,000 
Genomes Project. The 100,000 Genomes Project will sequence 100,000 whole genomes from NHS 
patients with rare diseases and their families, as well as patients with common cancers. The aim of the 
project is to allow scientists and health professionals to conduct research which will bring benefits to 
patients and kickstart the development of a UK genomics industry. Having 100,000 genomes and being 
able to compare the data of 70,000 people allows Genomic England to conduct vital scientific research. 
Participants are recruited through specialist NHS genomic medicine centres which carry out the analysis 
in secure centres. Consent for the project is established through a discussion between a clinician and the 
participant, where key issues such as the risk of re-identification, uncertain benefits and the long-term 
access to the data by researchers are discussed. There are restrictions on which academic researchers 
and commercial groups will be able to access de-identified data and for which purposes it will be used. 
An independent advisory panel assesses all applications for access and the raw sequence and data isn’t 
allowed to be removed from the secure environment. Genomics England has been very careful with the 
communications around the collection of data. They have produced a comprehensive FAQ list which 
clearly and concisely explains that data will not be passed on to unauthorised third parties, and that the 
data shared is safe and secure. 

                                                      CASE STUDY: UK BIOBANK

UK Biobank is a health resource established by the Wellcome Trust, the Medical Research Council and the 
Department of Health since 2006. It provides data for research on improving prevention, diagnosis and 
treatment of a wide range of diseases including cancer, heart disease, diabetes, stroke, depression and 
dementia. The database is open to approved researchers anywhere in the world, including researchers 
from academia or the private sector. Their research has to be for the public good and scientists are obliged 
to return their findings so that others can benefit from it. There are 500,000 volunteer participants, aged 
40 to 69, who signed up between 2006 and 2010. These participants provided samples and detailed 
information about themselves, and agreed to have their health followed for many years. The data is 
pseudonymised. Identifiable information is replaced as soon as possible with a code so that it remains 
possible to link it with future data. None of the individual test results are fed back to the patients or their 
doctors, preventing any adverse effects on their insurance or employment. Patients are also allowed to 
withdraw from the study at any time and can decide whether they want to allow access to previously 
collected data.

https://www.genomicsengland.co.uk/
http://www.ukbiobank.ac.uk/
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2.3           NHS data protection

In the past few years, three stories relating to different aspects of data sharing and use in the NHS have 
made headline news. The most recent was the WannaCry ransomware attack. There has also been controversy 
around the care.data initiative and the sharing of patient data by the Royal Free hospital with Royal Free/Deep 
Mind (an innovative British Artificial Intelligence company). More recently, the sharing of personal data by the 
NHS with the Home Office for immigration investigations has also been under scrutiny and the practice has 
recently been halted. 

The 2017 WannaCry ransomware attack targeted computers around the world that were running Microsoft 
Windows. Microsoft had released patches to protect computer systems but many organisations had not applied 
these, particularly in the NHS. A Department of Health and Care report showed that one third of hospital trusts 
(80 in total) and 603 primary care and other NHS organisations were affected in England, leading to disruption 
including the cancellation of at least 6,900 first appointments. According to the Department of Health, the 
ransomware attack cost the NHS £180,000 in emergency measures alone. This figure doesn’t include costs 
incurred by individual trusts or other NHS organisations. 

The scandal was widely reported: 85% of respondents in the 2018 Healthwatch survey said they had heard of 
the WannaCry scandal and 53% of those who had heard about it said it negatively affected their confidence in 
the ability of the NHS to handle data. Unsurprisingly, the public were more aware of negative stories relating to 
the NHS data than positive ones: for example, only 25% of respondents were aware of the Genomics England 
programme (see above). Healthwatch also emphasise in their analysis how negative stories will damage trust 
far quicker than positive stories can build it.

The aim of the NHS’s care.data programme was to expand the Hospital Episode Statistics (HES) data to include 
what happens to patients under the care of GPs, to develop new treatments and improve performance. This 
would create a national centralised database linking GP records to hospital records. However, the initiative 
was badly communicated to patients, causing public concern around the security and privacy of their personal 
data. The backlash led to the project being cancelled in 2016.

In 2016, the Royal Free NHS Foundation Trust handed over data to Deep Mind (a British AI company that had 
been acquired by Google) to test the safety of technology being developed to detect kidney injuries; access was 
provided to 1.6 million patient records. The ICO ruled that the Trust failed to comply with the Data Protection 
Act when they provided patient details to Deep Mind and that patients were not sufficiently informed about 
the intended use of their personal data. After addressing the compliance and governance issues, the project 
has continued.

In January 2017, a memorandum of understanding revealed that NHS Digital was required to hand over non-
clinical patient data to the Home Office if asked to do so. This information, which included the patient’s name, 
date of birth, last known address and their GP’s contact details, would be used to track down people who were 
breaking immigration rules. Whilst this practice had existed for many years, it was increased significantly in 
2016 when the Home Office made over 8,000 requests, resulting in 5,800 people being traced by immigration 
enforcement. After strong public criticism, the agreement was suspended in May 2018.

Despite these negative stories, and high public awareness of them, levels of trust in NHS data protection and 
security remain high: in their survey in May this year, Healthwatch found that while 53% of people reported 
that they were more aware of data security issues than they were three years ago, and 57% said they were 
more concerned about how their data generally is being used, 77% of people were still confident in the ability 
of the NHS to protect their patient data.

https://www.england.nhs.uk/wp-content/uploads/2018/02/lessons-learned-review-wannacry-ransomware-cyber-attack-cio-review.pdf
https://www.channelweb.co.uk/crn-uk/news/3014167/cost-of-wannacry-on-the-nhs-revealed
https://www.healthwatch.co.uk/resource/how-do-people-feel-about-their-data-being-shared-nhs
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2017/07/royal-free-google-deepmind-trial-failed-to-comply-with-data-protection-law/
https://www.gov.uk/government/publications/information-requests-from-the-home-office-to-nhs-digital
https://www.healthwatch.co.uk/resource/how-do-people-feel-about-their-data-being-shared-nhs
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2.4           Implementing data security within the NHS

In its 2016 report, “Safe Data, Safe Care”, the Care Quality Commission (CQC) found that there was widespread 
commitment to data security but NHS staff faced challenges transforming this into practice. Data incidents were 
taken seriously but staff did not feel that lessons were always learnt and the quality of staff training on data 
security was very varied. There was limited evidence of leaders testing their own data security arrangements.

For many NHS leaders, data security was considered the responsibility of IT departments and there was often 
confusion over who was responsible for ensuring IT and data security. Additionally, those who outsourced IT 
tended to think they had also outsourced their responsibility for security: “We also found evidence that, for 
many leaders, data security was considered the job of the IT department. This was mirrored in some smaller 
organisations that outsourced the supply of IT equipment and appeared to outsource their responsibility for 
their own data security alongside it. This is of concern, as it demonstrates a common confusion at a leadership 
level over who is responsible for ensuring IT security and who is responsible for data security.”

The CQC also observed that data security systems are not always designed around the needs of frontline staff 
which meant that they would develop unsafe workarounds in order to deliver care. In some cases, the systems 
can make staff lose time and force them to make decisions on the basis of partial information. 

These findings were corroborated in many of the interviews we carried out for this report [see chapter 5]: the 
location and storage of patient data is not of interest to frontline staff and clinicians. Their main concern is 
access to the data and its accuracy to improve the direct care of the patients they are treating. In secondary 
care, decisions on the procurement, management and security of IT systems was seen to be the responsibility 
of Chief Information Officers (CIOs) and Chief Technology Officers (CTOs) and, while clinician representation 
should ordinarily be involved to inform those decisions, the security of the data would be seen as more of the 
CIO/CTO responsibility than decisions on its use for patient care. 

In the next chapter, we consider how the use of public cloud services can remove some of the challenges 
around data security and protection for NHS organisations and then look at the issues relating to its adoption, 
including public understanding and acceptance and organisational and system challenges.

https://www.cqc.org.uk/sites/default/files/20160701%20Data%20security%20review%20FINAL%20for%20web.pdf.
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This chapter sets out some of the key pieces of guidance and regulation that have implications for use of public 
cloud by public sector organisations, and by the NHS in particular.

3.1  “Cloud First”

The UK Government introduced its Cloud First policy in 2013. It uses the National Institute of Standards and 
Technology definition of cloud computing: “Cloud computing is a model for enabling ubiquitous, convenient, 
on-demand network access to a shared pool of configurable computing resources (e.g. networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with minimal management 
effort or service provider interaction.” 

The policy requires that public cloud storage is fully considered before any other option. This is mandatory for 
central government and recommended for all other public sector organisations. The central guidance sets out 
the following benefits of adopting a cloud first approach: 

• Avoiding upfront investments in the infrastructure, reducing overall costs to the customer.
• Greater flexibility to trial new services or make changes, with minimal cost.
• Scalable pricing models: usage and pricing are increased or decreased as appropriate.
• Easier to meet the Greening Government Commitments - cloud facilities typically use server space and 

power in the most efficient way possible.
• Upgrades and security patches can be applied continuously by the provider.
• Reduced risk of attracting legislative or regulatory fines (and civil action penalties from citizens) associated 

with non-compliance with data protection law (including data breaches).

3.2        Cloud First in the NHS

NHS Digital issued guidance on Offshoring and the use of public cloud services in January 2018 for health 
and care providers. It set out the benefits of using public cloud services as offering “the biggest potential 
benefits for the public sector” and advised that “NHS and social care organisations can safely put health 
and care data, including personal and non-personal data, into the public cloud. Many NHS organisations and 
government departments have already made this decision based on risk management assessments and having 
put appropriate safeguards in place.” 

The benefits of using cloud services in the NHS were set out as follows: 

• Cloud providers have a significant budget to pay for updating, maintaining, patching and securing their 
infrastructure. This means cloud services can mitigate many common risks NHS and social care organisations 
often face.

• Lower IT costs and the ability to develop, test and deploy services quickly without large capital expense.

The guidance also sets out that data must only be hosted within the EEA, a country deemed adequate by the 
European Commission, or in the US with an organisation recognised under Privacy Shield arrangements. The 
responsibility lies with NHS services to choose a provider “that guarantees sufficient safety for the level of risk 
of the data they hold”. 

The paper also highlights the importance of having security measures that are proportionate to the sensitivity 
of data and that information should be provided to users about how their data is stored and managed. 
NHS Digital also released a good practice guide alongside the guidance on cloud security which lays out a 
comprehensive process for appropriately using public cloud. 

https://www.gov.uk/guidance/use-cloud-first
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/health-and-social-care-cloud-security-good-practice-guide
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3.3           Growth of the public sector cloud market in the UK

Details on the growth of the public sector cloud market in the UK are difficult to find. Worldwide spending on 
cloud infrastructure services reached US$17 billion in the first quarter of 2018, according to Canalys, and the 
market is dominated by three tech giants who have set up separate cloud service providers: Amazon (parent 
company of Amazon Web Services who hold 33% of the cloud infrastructure market); Microsoft (who own 
Microsoft Azure, 13% market share) and Google Cloud (6%). Other big players include IBM SoftLayer (8%), 
Rackspace and the Chinese provider Alibaba (4%). 

In 2017, according to Advice Cloud, the total spend for G-Cloud across government was just over £1bn (including 
cloud support, software and hosting): 49% of this was spent with large businesses and 47% with SMEs. Of 
this G-Cloud 2017 spend, around 6% (£58.2m) was spent by the health sector (after central government, this 
was the sector with the next biggest expenditure): 81% of this health spend went to SMEs and 16% to large 
businesses. 

Within the NHS, research carried out by SolarWinds in 2018 found that adoption rates (and plans for adoption) 
were relatively low:

• 80% of NHS organisations are aware of the government’s Cloud First policy but only 30% have adopted any 
public cloud usage.

• 79% say they have no plans to migrate everything to the cloud.
• NHS trusts who were using the public cloud indicated that they are mostly migrating applications (68%), 

followed by databases (43%) and storage (32%).

3.4           Data security, data protection and public cloud

The Cloud Security Alliance has identified the top twelve threats to cloud. Whilst some of these threats are 
technical, other vulnerabilities can be attributed to human behaviour and, in that regard, no different to the 
risks facing data held in other systems. They include:

• Data Breaches, caused by a targeted attack, poor security or human error.
• Insecure Interfaces and APIs (protocols and tools for building software).
• System and Application Vulnerabilities: bugs in the system mitigated by regular patching. 
• Advanced Persistent Threats (APTs): targeted continuous hacking processes for business or political 

motives. 
• Denial of Service (DoS) attacks: prevents people from being able to access their data through system 

slowdown. Cloud providers may be better equipped to mitigate these in general. 
• Data loss which can be malicious, accidental, or caused by a physical catastrophe. This can be prevented by 

back-ups and potentially off-site storage. 
• Weak Identity, Credential and Access Management: can lead to data breaches. Keys need to be appropriately 

secured and personnel changes managed carefully.
• Account Hijacking: phishing, fraud or exploiting software vulnerabilities. 

In relation to data protection, the hosting of NHS data by public cloud providers makes no difference under 
law to the responsibility of NHS organisations as controllers of that data (with the public cloud provider being 
the processor of the data). The introduction of the General Data Protection Regulation (GDPR) puts additional 
responsibilities on data controllers to ensure that the data they control (wherever it is stored) is processed 
and stored safely and securely. This can be assessed by reviewing the data storage company’s record in areas 
such as: ISO27001 certification; regular independent technical tests; the security clearance of personnel; the 
assessment of their supply chain dependencies; and declaration of compliance under one of the GDPR Codes 
of Conduct.

https://www.canalys.com/static/press_release/2018/270418-cloud-infrastructure-market-grows-47-q1-2018-despite-underuse.pdf
https://www.srgresearch.com/articles/cloud-growth-rate-increased-again-q1-amazon-maintains-market-share-dominance
https://advice-cloud.co.uk/spend-data/gcloud-sales/
https://www.solarwinds.com/company/press-releases/2018-q1/uk-public-sector-cloud-first-policy-hampered
https://cloudsecurityalliance.org/download/the-treacherous-twelve-cloud-computing-top-threats-in-2016/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
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These new GDPR responsibilities for NHS data controllers are clearly set out in BMA guidelines: data controllers 
must process the data they hold “fairly”, “lawfully” and “transparently”; provide information to patients in the 
form of privacy notices; make a reasonable attempt to inform patients about how their medical records are 
handled; as well as handle requests for confidential data and subject access requests. Key role changes for NHS 
data controllers under GDPR include:

• Actively demonstrating compliance (by maintaining up-to-date records of personal data flows and having 
data protection policies and procedures in place).

• Providing additional information in privacy notices for patients.
• Reporting certain data breaches.
• Designating data protection officers. 

There may, however, be an increased level of risk for NHS data controllers around GDPR article 9 (sensitive 
personal data) and due diligence when sharing sensitive data with third parties, such as cloud providers who, 
as data processors under GDPR, also have comparable responsibilities to data controllers.

Of more direct relevance to data storage on the public cloud, given the dominance of US cloud providers 
within the global market, is the CLOUD (Clarifying Lawful Use of Overseas Data) Act amendment to the 
USA PATRIOT (Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism) Act, signed by the Trump administration in March 2018. This Act allows the US President 
to enter agreements with foreign governments to access data held by US technology companies at a lower 
standard than is currently required under MLAT (Mutual Legal Assistance Treaty) process. US law enforcement 
agencies can force US technology companies to disclose communication data that is stored overseas and 
potentially bypass the MLAT process, where one country agrees to abide by another country’s court system 
under certain conditions. The CLOUD Act does not require surveillance orders to be reviewed and authorised 
by an independent body first and does not prevent foreign governments from establishing data localisation 
or backdoor mandates for encryption. The CLOUD Act, therefore, puts data held by US cloud providers (AWS, 
Microsoft Azure, Google Cloud and others) at risk of being accessed, even if it is stored in the UK or an EEA 
country. Meanwhile, accepted “Adequacy” mechanisms such as the Privacy Shield are undergoing legal 
challenge also on the grounds of their failure to comply with GDPR.

https://digital.nhs.uk/binaries/content/assets/legacy/pdf/1/o/iga_-_guidance_on_the_gdpr_dpo_v1_final.pdf
https://www.theverge.com/2018/3/22/17131004/cloud-act-congress-omnibus-passed-mlat
http://www.europarl.europa.eu/news/en/press-room/20180611IPR05527/eu-us-privacy-shield-data-exchange-deal-us-must-comply-by-1-september-say-meps
http://www.europarl.europa.eu/news/en/press-room/20180611IPR05527/eu-us-privacy-shield-data-exchange-deal-us-must-comply-by-1-september-say-meps
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4 Public knowledge of public cloud use in the NHS

Cloud computing in the NHS is the latest step in the evolution of NHS IT over the past 30 years. This period 
has seen a move from standalone computers to network computers (file servers), to large server rooms in 
hospitals. The evolution then continued with procurement from large IT providers using dedicated computers 
in their own location (e.g. server farms), followed by networked systems (e.g. partitioned discs allowing ring-
fenced data, with redundancy and back-up), and then onto the cloud, with data held in even more remote 
locations.

As the NHS increasingly moves health data and medical records onto the public cloud, we wanted to understand 
current levels of public awareness and confidence in the security of their personal and medical data as well as 
levels of public understanding relating to the different storage options for data. 

We commissioned ComRes to interview 2,009 British adults online between 1st-3rd June 2018. Data was 
weighted to be representative of all British adults aged 18+ by age, gender, region and social grade. The full 
results can be found here. ComRes asked six questions around health data storage and public cloud use, and 
the headline responses are set out below.

4.1           Headline findings

1. We asked people how confident or not 
they felt that their patient data was stored 
securely.
70% of British adults say they are confident 
that their NHS patient data is stored 
securely, 14% very confident and 55% 
somewhat confident, while a fifth (19%) 
say they are not very confident and 7% say 
they are not at all confident. 

2. We asked to what extent the news about the use of 
Facebook data by Cambridge Analytica had impacted 
people’s views of the security of the data other 
organisations may hold on them.

Half (49%) of British adults say that the recent news 
about Cambridge Analytica using personal Facebook 
information has had a negative impact on their views 
about the security of personal data held by other 
organisations, while one in ten say that this had a 
positive effect (12%) or that they don’t know enough 
about the topic (9%). 33% say it had a somewhat 
negative impact and 17% a very negative impact.

http://www.comresglobal.com/polls/corsham-institute-public-health-data-survey/
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4. We asked how comfortable or 
not people would feel with their 
data being stored in each of the 
following ways: “On my local NHS 
branch’s computer server”; “On 
a national computer server for 
all NHS networks in England”; 
“On paper records kept within my 
local NHS branch”; “On the hard-

3. We asked people to select 
all the ways in which they 
thought their patient data 
is currently stored. They 
could choose from: paper 
records kept by their local 
NHS branch; paper records 
kept by the Department of 
Health and Social Care; on 
the hard drive on individual 
computers within their local 
NHS branch; on their local 
NHS’s computer server; on a 
national computer server for 
all NHS networks in England; 
on clouds managed by 
British companies who store the data in the UK under UK jurisdiction; on clouds managed by companies 
who store the data in and out of the UK under non-UK jurisdiction. 

The percentage of British adults who responded to each of the options was as follows: 28% think their 
patient data is currently stored on the cloud, while 50% think it is stored on a national computer server 
for all NHS networks in England, the most common response. 44% think it is stored on their local NHS’s 
computer server, 36% on paper records in the local NHS branch, 25% on paper records kept in the 
Department of Health and Social Care. 21% think it is stored on cloud managed by British companies 
who store data in the UK under UK jurisdiction and 16% on clouds managed by global companies who 
store data in or outside of the UK under UK jurisdiction. A quarter (24%) do not know how their patient 
data is stored.

jurisdiction”; “On cloud(s) managed by global companies who store the data whether in the UK or EEA 
and that are subject to non-UK jurisdiction” and “On cloud(s) managed by global companies who store 
the data in the US or non-EEA country and that are subject to non-UK jurisdiction”.

British adults are most likely to say they would be comfortable with their patient data being stored on 
their local NHS computer server (73%). 69% would be comfortable with it being on a national computer 
server for all NHS networks in England, 67% on paper records kept within the local NHS organisation, 
58% on the hard-drive of individual computers within their local NHS, 49% on clouds managed by British 
companies and held only in the UK and 23% in clouds managed by global companies and held in the UK 
or in EEA. Our survey found the majority of respondents (69%) are uncomfortable with their data being 
held on clouds managed by global companies, wherever that data is physically held.

drive of individual computer(s) 
within my local NHS branch”; 
“On cloud(s) managed by British 
companies who store data within 
the UK solely under UK
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 5. We asked how important 
or not certain regulations 
would be to keep patient 
data safe if it was stored on 
the cloud. Respondents could 
choose from: “My data is 
held in a EEA country by a 
global cloud provider”; “My 
data is held in a country, 
deemed safe by the EU, by a 
global cloud provider”; “My 
data is held in the UK by a 
British company”; “Local 
backups of my data”;

6. We asked how important or not they felt it was that the NHS made information publicly available: 
how and where the data was stored; what measures were in place to keep the data safe; and whether it 
was hosted by companies who might be subject to other countries’ data regulation laws.

At least four in five British adults said that it is important for each of the types of information to be 
publicly available, with the measures in place to keep data safe considered the most important to 
make publicly available (91% and 67% very important). 88% felt it was important to know where and 
how their patient data is stored (61% very important). A striking finding in this regard is that 80% of 
respondents felt it was important to know whether the data is kept outside of the UK, of whom 50% 
said it was very important.

“Sanctions and fines for whoever is responsible (e.g. cloud provider, NHS, private healthcare 
organisations) in the event of a data breach or the misuse of my data” and “Strict limits on who can 
access my records”.

A majority of British adults say that each of the regulations tested would be important to them if their 
patient data was stored on a cloud. While the majority felt that it was not important that global cloud 
providers held data in the EEA, they did feel that it was important that data is held by a British company, 
with local back-ups and other security measures. Ninety-two percent of British adults say that having 
strict limits on who could access their records would be important to them if their patient data was stored 
on a cloud (92%). Other popular responses were: sanctions and fines in the event of a breach/misuse 
(86% said this was important), being kept in the UK by a British company (82%), that there are local 
backups of data (81%), that it’s in a country deemed safe by the EU by a global cloud provider (66%). 
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Commentary

More detailed analysis of the responses throws up some interesting insights into the impact of public data 
controversies such as the Cambridge Analytica scandal on attitudes towards data storage and security. It also 
compares levels of awareness and understanding of data storage in the NHS with overall levels of trust and 
confidence in the security of health data. For example:

• The Cambridge Analytica scandal appears to have had a much more negative effect on those British adults 
who report a lack of confidence in the NHS to hold their data securely. 61% of those who say they aren’t 
confident in the NHS’s ability to do this say that the scandal has negatively affected their confidence in data 
held by other organisations, compared to 45% of those who say they are confident in the NHS. It may be 
possible, therefore, that the Cambridge Analytica scandal is a contributing factor to why some people feel 
less confident about the way their data is held by the NHS.

• Awareness of cloud use does not equate to more positive reactions to the Cambridge Analytica story in 
relation to how other companies hold data. Those aware of cloud use are more likely to report a negative 
impact on their views of data security: 53% of those aware and 48% of those unaware of cloud use hold 
negative views.

• Those who report confidence in the security of their data stored by the NHS are more likely to think it is 
stored on a national computer server or on UK cloud servers hosted in the UK, suggesting a correlation 
between understanding the physical location of the data and confidence in security. Those who report 
a lack of confidence in the security of their data stored by the NHS are significantly more likely to think 
it is stored on their local NHS branch’s computer server, the hard drive of individual computers, and on 
paper records kept by the Department of Health and Social Care. Those who report a lack of confidence 
in the security of their data held by the NHS are also more likely to be unaware of where their data is 
currently held. These findings merit fuller exploration and may point to the importance of improving public 
awareness around cloud computing and its benefits for data security amongst NHS patients.

• Respondents who report confidence in the NHS to store their data securely are significantly more likely 
to say they are comfortable with their data being stored in each of the ways suggested by the survey. For 
example, 81% of those who report such confidence say they would be comfortable with their data being 
stored on their local NHS branch’s server (versus 55% of those who aren’t confident). 58% of those who 
report such confidence are also more likely to say they are comfortable with their data being held on UK 
clouds under UK jurisdiction, compared to 29% of those who lack confidence. Whilst 27% of those who say 
they are confident in their data security say they are comfortable with their data being held by global cloud 
providers in the UK or EEA under non-UK jurisdiction, only 11% of those who lack confidence reported 
being comfortable with this. When asked about global providers storing their data anywhere else in the 
world under non-UK jurisdiction, 22% of those who say they are confident in the security of their data 
stored by the NHS say they feel comfortable with their data being stored this way (vs. 10% of those who 
say they aren’t confident). 

• Those already aware of cloud storage being used to store their patient data are more than twice as likely 
to say they are comfortable with such data being held in such a way (e.g. 70% vs. 40% for data stored on 
a UK cloud under UK jurisdiction and 27% vs. 18% for data stored on a UK/EEA zone cloud under non-UK 
jurisdiction).  
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4.2           Public awareness and public cloud use in the NHS: next steps

It is clear from our survey that the British public are generally unaware of cloud use by the NHS: only 28% 
of respondents report being aware that their data already may be stored on a public cloud. Moreover, these 
people appear unclear about the storage of their patient data.  A quarter (25%) wrongly think their patient 
data  is stored on paper records in the Department of Health and Social Care, and a quarter admit to not 
knowing where it is stored at all. 

Yet, possibly due to the high levels of trust overall in the NHS, which we identified earlier, the majority are 
confident that their data is kept securely by the NHS, despite their lack of understanding. On the one hand, 
our results raise the question of whether people do need the information they say they desire: the lack of 
knowledge does not seem to massively affect their trust in the NHS storing their data. However, this trust in 
the NHS is predicated on an assumption that health providers are taking all the necessary precautions to keep 
patient data safe and secure. Poor decisions (which can be compounded by lack of public transparency) and 
a potential lack of accountability when data is offshored on public cloud providers risk undermining this trust.

On the other hand, the gap exposed by our survey between their current levels of understanding and the reality 
of the direction of travel is significant. If the public is more comfortable with the idea that data is still held on 
NHS-controlled servers and less comfortable with the idea of it being held on the public cloud (whether UK 
companies, and much less so non-UK companies) then lessons from recent NHS data history would suggest that 
upfront public engagement and communication is a necessary pre-emptive measure. If people are informed 
of the benefits and risks, and the considerations that lie behind a data handling or storage decision, then they 
are less likely to react negatively should there be a breach or security issue relating to a public cloud provider 
in the future. If trust is predicated on the fact that precautions are being taken, then explaining the system in 
terms of accountability for good stewardship (with openness for accountability) might be a good approach for 
the NHS. This is less about seeking public approval as the justification for holding data but about competence. 
For example, it was the lack of competence (using unsupported operating systems rather than keeping up with 
state-of-the art technology) that was part of the problem in the Wannacry cyber attack.

As one interviewee said: “It’s important to communicate to the public that cloud is secure and cost-effective, 
and has backup to reduce the risk of data loss.” In short, it is safer for NHS data than multiple, fragmented 
NHS-operated servers. 

A broader observation is that it should not be taken for granted that individuals’ levels of trust in technology in 
some parts of their lives equates to trust in similar technology when related to their health data. For instance, 
while people may be comfortable with using cloud servers to store and access their photographs from multiple 
devices, and indeed to participate in app-based banking services, they may not be so relaxed about their health 
data being stored in such a way. Further work to understand patient perspectives and confidence in having their 
data held by US-based third-party providers would also be beneficial. As one of our interviewees commented, 
do we know how much their view will be influenced by their perception of the third-party providers from 
other sectors, e.g. consumer trust in Amazon for online shopping might not translate into patient trust in 
Amazon Web Services, even when AWS (as the cloud provider) is a subsidiary company? Attitudes also might 
be affected if public sector cloud procurement decisions were seen - as has been flagged recently - in the light 
of the “parent” companies’ wider activities and tax liabilities, though this is not something we explored in our 
polling or interviews. Or, as with the Royal Free/Deep Mind case, the connection may lead to anxieties that 
the parent company has access to all the data held by its subsidiary or affiliated companies providing cloud 
services to the NHS, even when those companies’ contracts with the NHS will explicitly prohibit such access 
without formal consents, as it would to any other third-party commercial entity. There may also be more 
anxiety that, due to the size and prominence of the global tech giants, their cloud subsidiaries are at more at 
risk of hacking or cyber attacks.

https://www.theregister.co.uk/2017/08/11/uk_gov_cloud_favourite_amazon_comes_under_fire_for_tax_bill/
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The ComRes polling identified low levels of understanding and awareness on the use, benefits and risks of 
public cloud among the public. Our interviews, carried out by telephone in May and June 2018, suggest these 
are also mirrored amongst professionals working in the NHS.

5.1          Benefits from adoption of public cloud in the NHS

In our interviews, the main benefits and advantages to the NHS in adopting public cloud computing were 
identified as follows: 

• Lower costs, which allows scarce NHS funds to be better spent on frontline care and medical equipment 
rather than on back-office IT hardware.

• Use as a “technological enabler”, reducing risk and avoiding multiple small organisations hosting individual 
file servers that can be more easily breached. Cloud performance can also be increased easily and is 
scalable, which means it is better positioned to handle large volumes of data.

• Safety and security of the underlying infrastructure: the core purpose of the specialist cloud providers is 
to keep the systems patched and their security constantly updated. This level of expertise and investment 
cannot be replicated at scale across multiple NHS organisations. 

• The development and deployment of new services across large parts of the health and care system, 
without continued reinvestment of capital in large infrastructure projects. In addition, those building the 
cloud systems will also be more specialised than in-house NHS IT teams. 

• Availability and usability of data for direct care: data stored on the cloud is available at any point of need and 
can be accessed easily by clinicians. The architecture means that users can start engaging and connecting 
services in a way that wasn’t previously possible and it enables real-time transfer of information, with 
records being updated within one visit to hospital, and data easily shared within the organisation to 
improve opportunities for innovation and collaboration. From a patient’s perspective, it potentially allows 
patients to observe things themselves and update their own record. 

• Availability and usability of data for secondary uses: hosting data in the same cloud “container” means 
that it can be harmonised and used in an elastic fashion. This also allows researchers to join up the data of 
those with chronic or complex conditions (e.g. those who use health services more than most people) and 
help provide them better care. 

These positive benefits are significant. Despite this, many interviewees explained that these are poorly 
understood within the NHS, within both the clinical or technical communities. A focus on efficiency as the 
main driver for migrating services and systems to the cloud also masks the potential benefits for improving 
the quality of patient care, or for research and innovation. As one interviewee noted, a “cloud 101” marketing 
campaign is needed both for the NHS (clinical and technical staff) and for patients.
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5.2          Challenges for adoption of public cloud in the NHS

A number of challenges – spanning skills, capacity, organisational and governance structures – were identified 
by our interviewees if the benefits of public cloud provision are to be realised. 

Digital literacy and technical skills

• We heard that there were many institutional and cultural barriers that prevent understanding, in general 
terms, of the advantages of technology within the NHS. A number of interviewees informed us that ‘IT’, 
or decisions on technical issues such as data storage or cloud computing, were seen by frontline staff and 
clinicians as the preserve of the ‘back office’. This is also a key finding of the recent King’s Fund report, 
“Digital Change in Health and Care”.

• There are also low levels of general digital literacy. This is a challenge across the health service, even for 
those working within digital health. Most clinicians may not know what ‘cloud’ or ‘public cloud’ is or be 
aware of the benefits it may have for their work. One of our interviewees said: “it is a form of negligence if 
clinicians can’t understand data and IT”, yet this lack of knowledge and interest is often worn as something 
of a “badge of honour”. When clinicians do not see it as their job to understand the systems or their use 
then the importance and potential benefits of technology to their job is underestimated. 

• There is a lack of interest in data throughout the NHS clinical community: what it is and how it can be used 
to improve patient care. Data only becomes a matter of importance when a governance or compliance rule 
is breached, or something goes wrong. 

• Even amongst the CIO and CTO community, knowledge of cloud computing is likely to be variable. One 
interviewee went as far to suggest that there are inherent risks in the common practice of bringing in 
specialists as short-term CIO or CTO appointees from industry, where procurement decisions might be 
based on ‘what they know’, and sometimes ‘who they know’ from the private sector, rather than based on 
an assessment of the long-term needs of the NHS provider for whom they work. The short-term nature of 
these appointments also creates a lack of accountability for their decisions.

• One of the recommendations we heard from our interviews was the need for training (from the core 
medical school curriculum through to professional development) to include more of a focus on technology 
and its application within the health and care system. This would allow greater understanding throughout 
the service of the risks, benefits and trade-offs involved in deploying technology like cloud computing 
and translate what the advantages of new tech might mean for each person within the system (patient, 
clinician, CTO, etc). The related improvement in digital literacy would allow better informed discussions 
within the NHS about technology procurement and technical, but critical, considerations that may be 
included in the small print of software licences, or T&Cs for data processing, storage and security.

• With better training, clinicians and frontline staff would then be better engaged in consultations on digital 
and IT procurement and better able to define, and communicate, the “user need” for new technology to 
improve patient care and treatment by frontline staff. 
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Maximising the potential of cloud computing

Along with improved capability and technical understanding, there are a number of infrastructure and system 
issues that need to be addressed to maximise the benefits of cloud computing within the NHS. Some of those 
raised in our interviews are:

• The importance of uninterrupted internet access or the use of the Health and Social Care Network (HSCN) 
in preference to the internet: if connectivity is lost or unreliable, then organisations will lose access to 
important healthcare data and services. 

• Getting beyond a ‘data dump’: recording data on cloud servers or systems does not automatically deliver 
a more efficient service. As one interviewee expressed it, “hospitals are like banks were 30 years ago: 
everything is entered on ledgers (either computer systems or spreadsheets) but not shared. It’s not 
digitised or computable but just a repository of information.” Analogue information stored on the cloud, 
therefore, still has to be digitised and made “computable” and usable. 

• Migrating software and systems to the cloud is not an end in itself.  While cloud centralises and brings 
together previously siloed systems, there needs to be large-scale system change and interoperability to 
maximise the benefits. As one interviewee put it, “cloud may be a technical solution to the challenge of 
connectivity across multiple organisations, but it doesn’t give internal data availability; the system needs 
to be joined up”.

• Even if larger quantities of information are accessible and analysed, this can throw up more risk for clinicians 
and data controllers in terms of governance and medical and legal decision-making. 

• Many of our interviewees talked about the potential that long-term contracts from the major international 
cloud computing providers effectively ‘lock in’ NHS organisations to their platform and services. In a 
competitive market, and with the NHS short of money, it is possible that CTOs take procurement decisions 
based on short-term affordability. But there are potentially hidden costs associated these longer-term tie-
ins: these include reputational and safety issues as well as the often extra cost often applied for add-ons 
for compliance and other protections. 

• The expectation of long-term solutions in IT within the NHS may need challenging as it locks the NHS into 
outdated approaches given the speed with which IT develops. Working with partners whose business it to 
provide continually improving solutions may be a more beneficial approach: the business planning needs 
to be sustainable and longer term, but not the delivery vehicles.

Centralisation vs local decision-making

A recurring theme in our interviews was around the fragmented nature of NHS organisations and decision-
making, which is a challenge to widespread, consistent adoption of cloud and the realisation of its potential 
benefits. We heard the following: 

• There is such fragmentation in the NHS that it is probable that the NHS Digital guidance won’t be consistently 
adopted and will come down to preferences and knowledge of CIOs. 

• There would be strong resistance to any NHS centralisation of advice about cloud procurement and, even 
if developed, it would be difficult to implement. Any selection of procurement criteria might conflict 
with benefits or flexibilities provided by other providers that might be more appropriate for the local 
organisational requirements.

• Attitudes to centralisation of data will also vary between primary and secondary care. For GPs, we heard 
that any moves towards centralisation of data may be resisted as it potentially takes away their own control 
and access to their patients’ records. The nature of the multidisciplinary team approach to patient care in 
hospitals leads to fundamentally different attitudes and appetites towards the sharing of data.
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UK vs US cloud providers 

Although our survey found some differing opinions in relation to concerns over the physical location of data 
hosted by cloud providers, the commonly expressed view in our interviews was that the geographical location 
of cloud providers storing NHS data is (or should be) irrelevant. Correct governance procedures, encryption 
and access controls are all pre-requisites regardless of where the data is stored. There is also a clear distinction 
between the ability to share data to assist patient care or research, and the location in which that data is 
held. Cloud providers cannot get involved in decisions on access; and cloud provision in itself is not an access 
enabler: users still need permissions and interoperable systems. For the public, the concern – while it may be 
expressed when directly asked about the physical location of data – is more likely to be rooted in anxieties over 
who can see their data and what they are allowed to do with it.

Our interviewees also did not see much of an issue in relation to the jurisdiction in which NHS data was held, or 
the country HQ of the cloud company that may be hosting the data on cloud servers based in the UK. The use 
of cloud does not change use of data under law: a data controller is still a data controller; and data protection 
laws within the EEA provide equivalent security and reassurance whether the data is stored on cloud servers 
within the UK or within an EEA country. 

This suggests, from our small sample survey, that there is something of a gulf between the views of the public 
(when asked) and those with knowledge of attitudes within the NHS. While more will need to be done to 
explore this in more detail, the implications for public trust are significant and there is a big gap to be bridged.

However, some interviewees did raise questions about the risk, should there be future changes in regulation 
and government agreements with other nation states, that the US Patriot Act and CLOUD Act might be used to 
demand access to NHS data held by US cloud providers. There are also thorny issues around the intersection 
of different jurisdictions and their respective data regulations, particularly at a time of frequent political 
turbulence and change.

Our survey indicated low levels of awareness around the potential different locations of data storage and we 
have earlier surfaced the risk that this lack of transparency could exacerbate the impact of a data security 
threat or breach which affected NHS data held in a non-EEA country. However, we had some challenge during 
our interviews around the assumption that there is a significant risk to individuals should their health data be 
subject to a security breach: while a breach is serious for an organisation responsible for controlling personal 
data, it was suggested that stolen bank details would be a far greater concern to an individual than stolen NHS 
records. As one interviewee put it, the issue for patients is not about data security but about confidentiality 
and trust between them and their healthcare providers. Again, this suggests quite a gulf between the views of 
the public in relation to the safety and location of their health records and the views within the NHS community 
of the relative importance of this issue.

As the US cloud providers establish a larger share of the market, some concerns were raised by our 
interviewees around potential monopolies, and also the fact (as noted above in relation to contractual ‘lock-
ins’) that perceived value for money from the big three cloud providers at the outset of a contract might mask 
longer-term costs relating to add-ons and additional services further down the line. Concern expressed by our 
interviewees in relation to the potential for personal health data to be stored by non-UK cloud providers, or in 
non-UK/non-EEA locations, requires further consideration by NHS Digital.



6 Conclusion

Our research for this report has highlighted a number of significant benefits for the NHS in relation to the 
adoption of public cloud use:

• Greater cyber security and resilience, at reduced cost to the NHS.
• Potential for improved use of data for patient care and treatment.
• Enhanced innovation, collaboration and research opportunities.

However, the levels of awareness of public cloud use – and its benefits – are perceived to be low within 
the NHS clinical community and amongst patients and the public. Our polling has revealed some of the risk 
around this: while there are low levels of awareness around current potential methods of data storage in the 
NHS there are high levels of concern expressed when the public are faced with options that include data held 
by non-UK cloud providers, or data held in non-UK locations. Our survey found that 69% of people said they 
were uncomfortable with NHS data being held on clouds managed by global companies, wherever that data 
is physically held. And, where people were already aware of cloud storage, they were more likely to say they 
were comfortable with their NHS data being stored that way, particularly by  UK companies: 70% of who said 
they were aware of cloud storage were comfortable with their data being held by UK cloud companies under 
UK jurisdiction. Those polled who were already unconfident about their data and its use were also more likely 
to think that their medical records are stored in outdated formats or physical locations. Lessons from NHS 
history would suggest that there needs to be increased engagement with the public on this issue, to build 
understanding and trust and ensure that the concerns of the public are addressed in a way that pre-empts risk, 
rather than as a response to a security breach or other data handling controversy. 

Lessons from positive NHS data case studies, such as the Genomics England programme and the Wellcome 
Trust’s Understanding Patient Data programme, should be drawn on, as well as growing movements and 
expertise around the idea of the “social contract” between patients and their health data to improve research. 
If the public’s view of NHS data is that it has inherent value, then decisions and communications about where 
it is stored need to take this into account. We would support the view expressed by one of our interviewees 
that a “cloud 101” marketing and awareness campaign is needed both for the NHS (clinical and technical staff) 
and for patients.

Our research and interviews also suggest that there are considerations and trade-offs to be made between 
choosing a UK-based or global public cloud provider; these include some potential risks to the protection and 
security of health data stored in the UK by US companies, with regard to the issues relating to the Privacy 
Shield and GDPR, and also in relation to the implementation of the US CLOUD Act. Other concerns relating to 
procurement – including the capability and knowledge of the CTOs advising on contracts – and the risks of lock-
ins and rising charges once those contracts are signed also need to be explored further. Measures are needed 
to address the perceived imbalance between the power of the cloud providers and the capability and expertise 
of those involved in procurement decisions, not just technical staff but also the Board level decision-makers 
who sign off the contracts.

Overall, there is an urgent need for greater transparency around the choices that determine where, and by 
whom, NHS data – including personal medical records – is stored. While the NHS has done much to address 
some of the complexities relating to the data it holds and its use, there is still a significant lag between how 
it, as an organisation, perceives patients’ relationship to that data and how those patients may view and 
understand data use in other parts of their lives. For example, the acceptance and use of services supported 
by cloud computing for online banking or photo storage is well-established. But if, as our polling suggests, the 
public do not think that the NHS is moving towards using cloud services for their medical data, then that gap 
in expectations and the consequences for trust in data use by the NHS is significant. 
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Annex A: Interviewees

We are grateful to the following for providing their insight and views in the preparation of this report. 
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Name Position

Andrew	Jones Chief	Medical	Officer	- DXC	Technology

Bob	Gann Independent	Digital	Health	&	Inclusion	Consultant	

Christopher	Exeter Hon	Senior	research	Associate,	School	of	Life	and	Medical	Sciences,	 	
University	College	London

Professor	Dipak	Kalra President,	the	European	Institute	 for	Innovation	through	Health	
Data	(i~HD)	&	Professor	of	Health	Informatics, UCL	

Harry	Evans Researcher,	King’s	Fund

Jeremy	Wyatt Adviser	to	Royal	College	of	Physicians,	MHRA

John	Godwin Health	Director	of	Compliance	and	Information	Assurance,	UKCloud

Libby	Dixon Academy	of	Medical	 Sciences

Mark	Duman Chief	Patient	Officer,	MD	HealthCare	

Nicky	Stewart Chief	Commercial	Officer,	UKCloud

Professor	John	Ainsworth Director	of	the	Centre	for	Health	Informatics,	University	of	
Manchester	

Professor	Jonathan	Montgomery Chair	of	Health	 Research	Authority

Richard	Male Associate,	Corsham Institute

Sami	Ansari Interim	clinical	director,	Digital	Health	London

Viv	Parry Writer,	broadcaster	and	Head	of	Engagement,	 Genomics	England



Methodology: We commissioned ComRes to interview 2,009 British adults online between 1-3 June 2018. 
Data was weighted to be representative of all British adults aged 18+ by age, gender, region and social grade. 
We asked six questions around health data storage and public cloud use. 
 
1. We asked people how confident or not they felt that their patient data was stored securely.
70% of British adults say they are confident that their NHS patient data is stored securely, 14% very confident 
and 55% somewhat confident, while a fifth (19%) say they are not very confident and 7% say they are not at 
all confident. 

• 80% of British adults working in the public sector feel confident that the NHS stores their patient data 
securely, compared to 68% of those working in the private sector.

2. We asked to what extent the news about the use of Facebook data by Cambridge Analytica had impacted 
people’s views of the security of the data other organisations may hold on them.
 
Half (49%) of British adults say that the recent news about Cambridge Analytica using personal Facebook 
information has had a negative impact on their views about the security of personal data held by other 
organisations, while one in ten say that this had a positive effect (12%) or that they don’t know enough about 
the topic (9%). 33% said it had a somewhat negative impact and 17% a very negative impact.
 
• The news had a slightly more positive effect on men than women. 15% of men said it had had a positive 

impact compared to 9% of women. Women were also more likely to not know enough/anything about 
the news (11% of women and 7% of men said this).

 

confident about the way their data is held by the NHS. It may be possible, therefore, that the Cambridge 
Analytica scandal is responsible for making people feel less confident about the way their data is held by 
the NHS.

• Awareness of cloud use (and related security benefits) does not equate to more positive reactions to the 
Cambridge Analytica story: those aware of cloud use are more likely to report a negative impact on their 
views of data security: 53% of those aware and 48% of those unaware of cloud use had negative views. 

Annex B: ComRes polling analysis

24

• Younger adults aged 18-34 are signifi-
cantly more likely to say they are confi-
dent that the NHS stores their patient 
data securely; around three quarters 
(77%) of those aged 18-34 say this, com-
pared to 65% of those aged 55+. 

• Women are significantly more likely than 
men to say they are confident that their 
NHS patient data is stored securely (73% 
of women vs 67% of men). 

• Older adults aged 55+ are significantly more likely than those aged 
18-34 to say that the recent news about Cambridge Analytica has had 
a negative impact on their views about the security of personal data 
held by other organisations (52% vs. 45%). By comparison, around 
one in six (16%) adults aged 18-34 say that this recent news had a 
positive impact on their views, compared to just 8% of those aged 
55+.

• The Cambridge Analytica scandal had a much more negative effect 
on those who aren’t confident that the NHS hold their data securely. 
61% of those who said they aren’t confident said that the scandal 
affected them negatively, compared to 45% of those who feel



3. We asked people to select all the ways in which they thought their patient data is currently stored. They 
could choose from: paper records kept by their local NHS branch; paper records kept by the Department of 
Health and Social Care; on the hard drive on individual computers within their local NHS branch; on their 
local NHS’s computer server; on a national computer server for all NHS networks in England; on clouds 
managed by British companies who store the data in the UK under UK jurisdiction only; on clouds managed 
by companies who store the data in and out of the UK under UK jurisdiction. 

Three in ten (28%) British 
adults think their patient data 
is currently stored on the cloud, 
while a quarter (24%) do not 
know how their patient data is 
stored. 50% think it is stored on 
a national computer server for 
all NHS networks in England, the 
most common response. 44% 
think it is stored on their local 
NHS’s computer server, 36% on 
paper records in the local NHS 
branch, 25% on paper records 

kept in the Department of Health and Social Care. 21% think it is stored on cloud managed by British 
companies who store data in the UK only under UK jurisdiction and 16% on clouds managed by global 
companies who store data in or outside of the UK under non-UK jurisdiction.

• 28% are aware of cloud use. Men are more likely to be aware than women (30% vs 26%). Younger 
people more aware: 33% of 18-34s, 28% of 35-54s and 24% of 55+. Those who felt Cambridge Analytica/ 
Facebook story had a positive impact on their views of data security were more likely to be aware of 
cloud (34% vs 30% for those with a negative impact and 25% for those with no impact). 

• Younger adults aged 18-34 are 
significantly more likely than those 
aged 55+ to report awareness of cloud
storage systems for patient data; one 
third (33%) of adults aged 18-34 think
that their patient data is stored on the
cloud, compared to 24% of those aged
55+. By comparison, older adults aged 
55+ are significantly more likely than 
their younger counterparts to think that 
their patient data is stored on a national 
computer server for all NHS networks in 
England (53% versus 45% of 18-34-year 
olds), and on their local NHS computer server (49% versus 39% of 18-34-year olds). 18-24s were the age 
group most likely to say they didn’t know about where their patient data is stored: 27% said they didn’t 
know, but otherwise it was consistent throughout all other age groups, ranging from 23% to 24%.

• Men are more likely to think their data is currently being held on clouds managed by global companies 
who store the data in/out of the UK: 19% of men think this compared to 13% of women.

• Social grade also appears to have a bearing on patients’ reported awareness of cloud storage. While a 
third (34%) of adults in social grades AB think that their patient data is stored on the cloud, around a 
quarter of those in C1 (27%), C2 (25%) and DE (27%) say the same. 

 
• Those who think their data is held securely by the NHS are less likely to think it is stored on cloud abroad: 

15% of those who are confident in the security of data and 21% of those who aren’t thought their data 
was stored by a global company anywhere else in the world. 25
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4. We asked how comfortable or not people would feel with their data being stored in each of the following 
ways: “On my local NHS’s computer server”; “On a national computer server for all NHS networks in 
England”; “On paper records kept within my local NHS branch”; “On the hard-drive of individual computer(s) 
within my local NHS branch”; “On cloud(s) managed by British companies who store data within the UK, 
solely under UK jurisdiction”; “On cloud(s) managed by global companies who store the data whether in the 
UK or EEA and that are subject to non-UK jurisdiction” and “On cloud(s) managed by global companies who 
store the data in the US or non-EEA country and that are subject to non-UK jurisdiction”. 
 

British adults are most likely to say 
they would be comfortable with their 
patient data being stored on their 
local NHS’s computer server (73%), 
and least likely to say this for clouds 
managed by global companies (19%). 
69% would be comfortable with it 
being on a national computer server 
for all NHS networks in England, 67% 
on paper records kept within the 
local NHS, 58% on the hard-drive of 
individual computers within their 
local NHS, 49% on clouds managed 
by British companies and held only in 

the UK and 23% in clouds managed by global companies and held in the UK or in an EEA. The majority are 
uncomfortable with their data being held on cloud managed by global companies whether it is held in the UK 
or EEA (64% are uncomfortable) or in the US or non-EEA country (69%). 

• Younger adults are significantly more likely 
than their older counterparts to report 
being comfortable with their patient data 
being stored on the cloud. Three in five 
(59%) adults aged 18-34 say they would be 
comfortable with their patient data being 
stored on a cloud managed by British 
companies, compared to 40% of those aged 
55+, while three in ten (31%) 18-34-year olds 
say the same for clouds managed by non-British 
companies, compared to 12% of those aged 55+. 
65+ are the least comfortable with cloud: with 
40% being comfortable with UK cloud companies, 
and only 8% with global companies storing outside of the UK/EEA.

• Men are more likely to be comfortable with their data being held on the cloud than women, wherever 
the data itself is physically held. If held by a UK company and in the UK, 51% of men and 48% of women 
were comfortable; by global cloud companies and stored in the UK or an EEA country (28% and 17%); 
or managed by global cloud companies and stored elsewhere in the world (23% of men and 14% of 
women).

• British adults who are confident that the NHS stores their patient data securely are significantly more 
likely than those who are unconfident to say they are comfortable with their patient data being stored in 
each of the ways tested. For example, 81% of those who are confident in the storage of their information 
would be comfortable having their patient data held on their local NHS server, compared to 55% of 
those who are not confident in the security of their patient data. 58% of those who are confident are 
comfortable with their data being held on UK clouds compared to 29% of those who are unconfident. 
Whilst 27% of those who are confident in their data security were comfortable with their data being held 
by global cloud providers in the UK/EEA, only 11% of those who aren’t confident were comfortable with 
this. When asked about global providers storing their data anywhere else in the world, 22% of those who 
are confident in the security of their data felt comfortable, and only 10% of those who aren’t confident 
did. 



• Those who were aware of cloud storage 
were much more comfortable with their 
data being stored on the cloud: 70% of 
those aware were comfortable with UK 
cloud stored in the UK (41% for those 
unaware). 34% of those aware were 
comfortable with global cloud providers 
storing data in the UK or EEA zone (18% 

of those unaware). 27% of those who were aware were comfortable with global cloud providers storing 
data anywhere else in the world (compared to 15% of those unaware). This suggests that raising awareness 
of what cloud computing is and how it benefits data security would help mitigate the risks of any future        
negative stories.

5. We asked how important or not certain regulations would be to keep patient data safe if it was stored on 
the cloud. Respondents could choose from: “My data is held in a EEA country by a global cloud provider”; 
“My data is held in a country deemed safe by the EU by a global cloud provider”; “My data is held in the 
UK by a British company”; “Local backups of my data”; “Sanctions and fines for whoever is responsible (e.g. 
cloud provider, NHS, private healthcare organisations) in the event of a data breach or the misuse of my 
data” and “Strict limits on who can access my records”. 
 
A majority of British adults say that each of 
the regulations tested would be important 
to them if their patient data was stored on a 
cloud, with the exception of data being held
in an EEA country by a global cloud provider
(48%). British adults are most likely to say 
that having strict limits on who could access 
their records would be important to them if 
their patient data was stored on a cloud 
(92%). Other popular regulations were: 
sanctions and fines for those responsible
in the event of a breach/misuse (86% said important), being kept in the UK by a British company (82%), that 
there are local backups of data (81%), that it’s in a country deemed safe by the EU by a global cloud provider 
(66%). 
 
• Adults who are confident that their patient data is being stored securely are significantly more likely than 

those who are unconfident to say that each of the regulations tested would be important to them, with 
the exception of limits on who can access their records where the groups are broadly aligned (93% vs. 
92%).

 

6. We asked how important or not 
they felt it was that the NHS made 
information publicly available: how 
and where the data was stored; what 
measures were in place to keep the 
data safe; and whether it was hosted 
by companies who might be subject to 
other countries’ data regulation laws.

 
At least four in five British adults say that 
it is important for each of the types of 
information to be publicly available, with 
the measures in place to keep data safe 

considered the most important to make publicly available (91% and 67% very important). 88% felt it 
was important to know where and how their patient data is stored (61% very important). 80% felt it was 
important to know whether the data is kept outside of the UK (50% very important).
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• Those who felt the Cambridge Analytica scandal had no impact or didn’t know about it showed less 
interest in having information. Conversely, those who felt the scandal negatively impacted their views 
on data security were more likely to say they considered information very important: 70% who said it 
had a negative impact felt it was very important to have information about how and where their patient 
data was stored; 76% considered it very important to have information about the measures in place 
to keep patient data safe; and 60% wanted to know whether the company could be subject to foreign 
sovereignty.

• Adults who consider it important that their data is held in the UK by a British company are significantly 
more likely to say that it is important for the NHS to make each of the information types tested publicly 
available, e.g. whether patient data is hosted by companies with headquarters outside of the UK (87% vs. 
67%). 

• Those aware of cloud use also want more information than those who aren’t aware: 94% vs 89% wanted 
information on which measures are in place, 93% vs 86% wanted to know how and where patient data is 
stored and 87% vs 77% wanted to know whether the data is hosted by companies outside of the UK.

• Men were more likely to think it was important that they have information on whether their data was 
kept in the UK: 82% of men said this was important compared to 79% of women. 

• Older people aged 55+ felt it was more important than any other age group to have information about 
these three topics: 93% for measures to keep safe, 90% for how/where the data is stored and 81% 
whether it’s outside the UK. Older adults aged 55+ are significantly more likely than those aged 18-24 to 
say that it is very important for the NHS to make information about how and where their patient data is 
stored publicly available (69% vs. 52%), and for information on whether their data is hosted by non-UK 
companies (60% vs 39%).
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